
SOLUTION BRIEF 

Are you Secure 
or Compliant?  
There is a  
Difference!

Treat new regulations as the starting point to avoid a data breach

“We not only have a legal responsibility, 
but also an ethical and moral 
responsibility to consumers”

Steve Wright, Global Privacy Officer, Unilever at the London SC Congress
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Incoming legislation such as the EU General Data Protection 
Regulation (EU GDPR) requires every organisation to re-
evaluate its IT systems and the way data is handled. Yet it 
is how these new rules are implemented which will be the 
key factor in determining their effectiveness at preventing a 
costly data breach.

“The digital future of Europe can only 
be built on trust. With solid common 
standards for data protection, people 
can be sure they are in control of their 
personal information.”

Andrus Ansip, vice-president for the EU Digital Single Market

With so many different national, global and industry-specific regulations 
to monitor and implement it can become very tempting to prioritise 
compliance on paper above security in practice. However, as the likes 
of TalkTalk have recently discovered this attitude can prove extremely 
damaging. 

After all, the CEO’s statement that the company was under no “legal 
obligation” to encrypt sensitive customer information was technically 
accurate. However, it failed the higher standards expected of it by 
society at large and was never going to wash with those individuals 
who feared their personal data had been compromised. With hindsight, 
the necessary investment in tighter security must have looked very 
reasonable when compared to the resulting financial and reputational 
damage to the business. 

With each high-profile data breach consumer attitudes to data privacy 
are hardening and customer trust in organisations that are seen to be 
doing the bare minimum are being eroded. Now, with the imminent 
introduction of the EU GDPR these very same consumers are about 
to be given the tools to demand far more of the organisations that are 
entrusted with their information.

The EU GDPR applies to any company in the world using the personal 
data of EU citizen. It requires any data breach which involves sensitive 
personal information to be disclosed within 72 hours and allows fines 
of up to €100 million, or 4% of global turnover for any organisation that 
fails to comply. It isn’t limited in scope to the data stored on a company’s 
core network but also applies to all information stored on endpoints such 
as USB sticks, laptops and mobile phones. 

Attackers think outside of 
the (tick) box

With such high stakes every organisation needs to ensure security 
and compliance are high on their agenda and that they are taking the 
necessary actions now to preparing for the incoming EU GDPR.  Factor 
in the wider impact of having to disclose a significant data breach and 
it quickly becomes apparent that going beyond the legal requirements 
and taking a pragmatic approach to data security simply makes good 
business sense. 
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By their very nature all regulations are by and large a tick-box exercise 
measuring those things that can be audited on a regular basis. They 
aim to drag everybody up to a minimum level of security and are purely 
reactive in the sense that they consist of a sensible level of protection 
against known threats. 

This is a good foundation on which to build a layered system of defences 
but can’t be seen as the finishing post. 81% of companies are reported 
to have suffered some level of security breach in the last 12 months 
and almost every large company that has been hacked has been 
able to tell the world that they were compliant with the regulations. A 
determined hacker will use all manner of attack vectors to infiltrate the 
network and gain access to the information they want. This might be for 
financial reasons but it could equally be that they simply don’t’ like the 
organisation and want to cause it harm. 

Usually an attacker’s first step will be to target the endpoints with the aim 
of installing malware that can get them deeper inside the network. Many 
organisations have a lot of work to do if they are to close off this threat, 
even if they already have appropriate procedures in place. After all, 70% 
of respondents to the Ponemon Institute’s 2015 study agreed that their 
endpoint security policies are difficult to enforce.  

True security calls for 
layered defence

“Governance and control processes 
are the biggest gaps in stopping 
attacks on endpoints… Seventy 
percent of respondents agree that their 
organisations’ endpoint security policies 
are difficult to enforce.”

2015 State of the Endpoint Report: User-centric Risk,  
Ponemon Institute

A combination of people, processes and technology is needed to put 
up a unified front against external threats. This is where giving the IT, 
security or service desk teams the tools to keep track of all devices 
connected to the network can help create a culture in which everybody 
is aware of their responsibilities. 

System visibility and the ability to quickly generate an appropriate audit 
trail of who has accessed what and when ensures that employees keep 
best practice behaviour front of mind and that those who inadvertently 
open up the organisation to unnecessary risk can be given suitable 
training. Meanwhile by deploying the encryption of data stored on 
endpoints by default it is possible to minimise the chances of a lost or 
stolen device resulting in a data breach.  

Such technologies are tangible investments that communicate to 
customers and stakeholders that the organisation values the data it 
has been entrusted with. They should not be seen as a necessary evil 
or even worse as a cost to the business. Rather they should be viewed 
as assets that not only add significant value in day-to-day operations 
but that could also prove invaluable when and not if the organisation is 
subjected to an attack. 
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HEAT Software
Email: marketinguk@heatsoftware.com   
Website: www.heatsoftware.com  

About HEAT Software…
HEAT Software is a truly powerful combination of industry leaders: 
FrontRange, the industry’s sole provider of Hybrid Service Management 
(HSM) and Endpoint Management; and Lumension, the industry’s 
leading Endpoint Security provider.

Only HEAT Software commands the intersection of HSM and Unified 
Endpoint Management (UEM), empowering IT, HR, Facilities, Customer 
Service and other enterprise functions to simplify and automate their 
business processes, manage and secure endpoints and proactively 
detect and protect against threats to business continuity.

HEAT is the only company in the world that manages services and 
endpoints securely across the same platform, on premise or in the 
cloud, via desktop or mobile applications.

HEAT’s customers consistently achieve increased operational efficiency 
and greater system sustainability through optimised business processes, 
and efficiently managed and secured endpoints.

Tap into the world’s most powerful fusion of truly flexible, scalable, 
secure HSM and UEM solutions.

Forged by HEAT.


