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Practical Patch Compliance
Relieving IT Security Audit Pain, 
From the Data Center to the Desktop
Microsoft’s System Center Configuration Manager doesn’t handle every aspect of Linux/UNIX and third-party 
application security. Here’s how to augment and leverage SCCM to close the gaps.
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If your organization is like most, you rely on Microsoft’s System 
Center and its various modules to handle many aspects of security for 
your Windows servers and your Windows desktops. 

And if your enterprise is like the vast majority, you also have Linux/
UNIX boxes in your data center, plus a trove of third-party applications 
installed on your desktops—popular software such as Oracle’s Java 
and Adobe’s Acrobat Reader and Flash.

That presents a problem. Because SCCM was initially designed for 
Microsoft operating systems and applications, not for Linux/UNIX, 
Mac OS or third-party software—potentially leaving holes in your 
server and endpoint security.

It’s especially an issue when it comes to IT security compliance 
and audits. SCCM administrators lack the visibility they need into 
Linux/UNIX and third-party software vulnerabilities, and they lack 
automated, integrated processes for patching those vulnerabilities.

To close these gaps, organizations need to augment their SCCM 
security. The good news is that you can achieve that goal while 
leveraging your SCCM infrastructure, and do so without adding 
complexity to your security processes.

Software Shortcomings
Worldwide, Windows captures 46 percent of new server sales, while 
Linux now grabs 29 percent and UNIX has fallen to 14 percent, 
according to IDC. (See Figure 1.) Each operating system is favored in 
different environments, but it’s safe to say that many data centers are 
a mix of Windows and Linux/UNIX.

On the desktop front, Windows has dropped below 90 percent 
of market share, while Mac OS is at 8 percent and rising, report 
NetMarketShare and StatCounter. That means desktops are 
increasingly heterogeneous, as well.

For desktop applications, about two-thirds of the top 50 are Microsoft 
products while one-third are from third-party providers such as 
Adobe, Google and Oracle. In 2014, those applications had 1,348 
vulnerabilities, three-quarters of which were highly or extremely 
critical. But only 23 percent of those vulnerabilities were attributable 
to Microsoft products. The 16 most popular thirty-party applications 
were responsible for 77 percent of endpoint vulnerabilities. (See 
Figure 2.) It’s no wonder two-thirds of organizations identify third-
party applications as their greatest IT security risk, according to 
Ponemon. (See Figure 3.)
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Microsoft Windows still captures nearly half the server market revenue, but with 
Linux gaining market share, data centers are increasingly heterogeneous. 

Source: IDC, Worldwide Quarterly Server Tracker (Mar-2015)

While only 16 of the top 50 desktop applications are from third-party vendors, 
they represent 1,036, or 77 percent, of vulnerabilities reported in 2014.

Source: Secunia, Vulnerability Review 2015 (Mar-2015)

Figure 1: Worldwide Server Shipment Revenue by  
Operating System, 2014 (% of total)

Figure 2: Top 50 Endpoint Applications and Their Vulnerabilities
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SCCM is optimized to help manage and secure a Windows environment, 
with a focus on vulnerabilities in Microsoft products. It also offers limited 
visibility into Linux/UNIX servers and Mac desktops. But it doesn’t 
include comprehensive patch management capabilities to effectively 
manage those machines.

Likewise, Microsoft offers a free tool to help security managers create 
software updates for third-party applications, such as Java and Adobe, 
running on Windows desktops. But those updates are labor-intensive 
and time-consuming for IT administrators to build and deploy.

Configuration Manager Multiplies
That hasn’t kept SCCM from growing in use. In part that’s because 
Microsoft includes SCCM with many of the Windows Server licenses it 
sells. In fact, it’s safe to say that a majority of large enterprises use 

SCCM to manage their Windows desktops. And increasingly, IT and 
security pros at smaller companies are being pressured to use SCCM, 
because in many cases they have an SCCM license with their Windows 
license, and management perceives that they’ve already paid for it.

So a growing number of organizations are relying on SCCM, but the 
product isn’t effectively managing vulnerabilities in all the software on 

all the servers and desktops in their environments. That’s especially a 
problem for regulatory and policy compliance and audits, for a couple 
of reasons.

First, in many organizations the Security function is responsible for 
vulnerability audits. They run regular scans to identify vulnerabilities 
in the environment that need to be addressed in order to remain in 
compliance and pass the audit. They hand off the results of their 
scans to the Operations team for remediation. Operations then has 
to figure out which patches will address which vulnerabilities—using 
SCCM, a tool not designed to patch Linux/UNIX boxes and third-party 
applications.

Second, the SCCM administrator has to query Mac desktops and 
pull reports from various sources such as Linux/UNIX administrators. 
The SCCM administrator also has to tell the Linux/UNIX administrator 
to patch whatever vulnerabilities turn up. That requires coordination 
among functions that can often be siloed. It wouldn’t be at all unusual 
for a Linux/UNIX admin to simply inform the SCCM admin that the 
Linux/UNIX machines are mission-critical and updated quarterly—
leaving the SCCM admin to only hope vulnerabilities are being 
addressed, with no way of proving compliance.
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Over two-thirds of organizations rank third-party application vulnerabilities among their top IT security risks.

Source: Ponemon, State of the Endpoint (Jan-2015)

Figure 3: Top 5 Security Risks

A true enterprise-class solution will shine where compliance,  
security, and low IT burden and costs are needed,
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Extending System Center  
Configuration Manager
Fortunately, solutions are available that extend SCCM to address more 
than just Microsoft operating system and application vulnerabilities. 
The key is to deploy solutions that:

• Leverage your existing investment in SCCM

• Let you deploy software updates as necessary through SCCM

• Enable patch reporting so you can prove compliance

• Cover Linux/UNIX, Mac OS and third-party desktop software

Leveraging existing investments
IT security is already complex enough. You don’t want to add to your 
security infrastructure, processes and investment if you don’t have 
to. So wherever possible, you should deploy a solution that leverages 
your SCCM infrastructure, extending native SCCM capabilities to 
Linux/UNIX servers, Mac desktops and third-party applications. 

Look for a solution that uses the SCCM console, so you have “a 
single pane of glass” for patch management on both Windows and 
Linux/UNIX servers.Likewise, the solution should leverage native 
functionality in SCCM wherever possible to minimize the number of 
agents on your endpoints.

Better Than Free: Beyond Adobe SCUP
Free software tools that help IT and security administrators 

are always welcome. But often you get what you pay for, and 

sometimes it makes more sense to invest in something that’s 

better than free.

A case in point is the Adobe SCUP catalog. Microsoft’s System 

Center Updates Publisher, or SCUP, is an application that lets 

administrators import software updates from third-party vendors 

and publish them to an update server. The Adobe SCUP catalog 

is a free resource that covers Acrobat, Reader and Flash player. 

Those are highly popular applications that are frequent targets for 

attacks. But merely patching those applications will get you only 

so far.

Effective patch management for Adobe software requires much 

greater depth and breadth of capabilities. Look for an enterprise-

class patch management solution that:

• Supports Adobe products commonly used in enterprises, 

such as Reader, Acrobat, Flash Player (standard and 

extended support release), AIR, Illustrator, InDesign, 

Photoshop,RoboHelp and Shockwave Player

• Includes CVE metadata for security bulletins to give you 

insights into vulnerability risks 

• Checks for file-based applicability in addition to Registry Key 

detections for better accuracy 

• Validates both file-based install and Registry Key settings

• Checks for both 32-bit and 64-bit architectures

• Provides version control, with the actual binary version 

documented in the update title

• Includes superseded updates information when the update 

replaces older application versions

• Doesn’t expire older versions of applications

• Provides bundles to simplify publishing, deployment and 

reporting
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hardware and software inventory of Linux/UNIX machines is no 
substitute for a patch-compliance report. So, an effective enterprise-
class patch management solution should provide extensions to SCCM 
to enable reporting on patch compliance. 

Such a solution should integrate with your existing SCCM workflow 
without requiring plug-in or software maintenance, applying a broad 
content catalog and prepackaged updates. By taking advantage of 
your established workflow and not adding management overhead, 
the solution can provide IT operations with a streamlined process 
to ensure compliance and provide IT security with a faster path to 
compliance.

Deploying software updates
Packaging update content manually and importing it to desktops can 
take hours for each vulnerability. You need prepackaged content you 
can deploy directly through your SCCM console, taking advantage of 
existing automation. That will save you tremendous time and effort in 
patch management. It will also give you much more confidence that 
you’ve deployed patches successfully and actually achieved patch 
compliance.

Benefiting from prepackaged patch content and existing patch 
automation can also help you support business operations. On 
the server side, Linux/UNIX servers are typically mission-critical, 
highavailability machines, with a narrow patch window of only 
a few hours every few months. On the desktop side, reboots 
during business hours can have a significant impact on employee 
productivity.

For managing Windows machines, look for a solution that uses only 
native SCCM tools to give you total control when deciding which 
patches to deploy on which systems. The solution should cover the 
more prevalent and targeted applications on enterprise desktops, and 
should provide deep coverage for enterprise software from vendors 
such as Adobe, Citrix and VMware. It should also automatically 
identify and patch enterprise versions of third-party applications, such 
as Mozilla Firefox ESR, Chrome for Business and Adobe Flash Player 
ESR, as well as consumer versions if desired.

Likewise, the solution should ensure access to version-specific 
applications, not just the latest version, to avoid unintended 
consequences when vendors make application changes (e.g., Java). 
The goal is to achieve the greatest coverage and control possible, so 
you can eliminate known vulnerabilities and reduce your overall attack 
surface.

Enabling patch reporting
While SCCM provides a client that you can use to deploy a script 
to patch Linux/UNIX machines, it offers no reporting on what was 
deployed or whether the machines are patch-compliant. And a simple 

Get the greatest coverage 
possible to reduce your  
overall attack surface

Smart Patching:  
Getting It Right the First Time  
and Every Time
As third-party application vendors uncover vulnerabilities in 

their products, they issue patches. But many of these software 

updates amount to little more than, “Here’s some code; now go 

secure your endpoints.”

Likewise, there’s no consistency in how these application 

vendors build their update installers. Does the installer support 

“quiet install,” with no user interaction? Does it check whether 

the application is running before trying to install? Does is set 

the application to auto-update after the install? Each vendor 

approaches each aspect of patching differently.

As a result, administrators are burdened with inconsistent, 

inefficient patch detection and deployment, plus uncertainty 

around their overall security profile. So they spend extra time 

validating that a patch installation was successful or, worse yet, 

rebuilding and repeating the process multiple times.

To solve these problem, you need an enterprise-class patch 

management solution that normalizes the installation experience 

across all supported third-party applications. Such a solution 

should leverage your existing SCCM environment while providing 

detailed information about the specific application being 

patched. The goal should be to ensure greater first-time success 

of patch installation, as well as confirmation that the patch has 

remediated the vulnerability.
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Assess – Identify known issues before they can be exploited. 
Perform a deep analysis of operating systems, applications, and 
security configurations.

Prioritize – Understand and focus on the security risks that threaten 
your most mission-critical data and operations.

Remediate – Automatically deploy patches to your entire 
network. Continuously monitor, detect and remediate policy-driven 
environments across all major platforms and applications.

Report – Leverage a full range of operational and management 
reports that consolidate discovery, assessment and remediation data 
on a single management console.

The benefits of patch solutions that extend SCCM to Linux/UNIX 
servers, Mac desktops and third-party applications are manifold. 
For starters, you save time, effort and cost by leveraging SCCM, the 
system of record you’re already using. You spend less time deploying 
patches and rebuilding failed patches, freeing up time for more strategic 
activities and ultimately lowering total cost of ownership. That’s 
especially important at a time when IT departments are being asked to 
do more with less.

Ultimately, you relieve the pain of patch management and especially 
security audits and compliance. More important, you strengthen your 
security posture across the network.

Organizations will continue to rely on Microsoft’s System Center 
Configuration Manager. And to Microsoft’s credit, the company 
continues to enhance the offering with new features. But enterprises 
will recognize SCCM’s limitations and take steps to augment its 
functionality with capabilities that extend its effectiveness and close 
clear security gaps. The rewards include simplified IT and security 
processes, fewer software vulnerabilities, and a stronger security 
profile, from data center to desktop.

For operating systems, you want to report on patch compliance 
for Linux/UNIX servers as well as Mac desktops. For desktop 
applications, you want to report on both Microsoft and third-party 
applications on Windows machines. In both cases, your patch 
solution should include Common Vulnerabilities and Exposures (CVE) 
metadata for security bulletins to give your insights into vulnerability 
risks. It should also leverage SQL Server Reporting Services, the 
native reporting engine in SCCM, to deliver your reports—expanding 
your reporting capabilities without adding complexity to the process.

The goal is to always have visibility into the status of patch 
compliance on your servers and desktops across your network. That 
way, when the auditors or management comes looking for proof of 
patch compliance, you have the answers at your fingertips. 

Covering the data center to the desktop
Clearly, it’s not enough to only address Microsoft vulnerabilities. You 
need to be assessing, patching and reporting on Linux/UNIX servers, 
Mac desktops and third-party applications. It’s especially important 
to address popular applications, such as Oracle’s Java and Adobe’s 
Reader and Flash, that are known to be frequently exploited by 
attackers.

Likewise, the CIO needs to have confidence in effective patch 
management and clear, consistent reporting from the data center 
to the desktop. Whether your organization has one admin or many 
admins, whether administration is divided between data center 
admins and desktop admins, the CIO needs a single, consistent view.

Look for a solution that provides the in-depth security information and 
metadata you need to comply with patching policy, including:

• CVE metadata for all security bulletins

• Vendor security identifier information

• Security update severity level, such as “critical”

• Vendor release date

Only that level of detail can give you the context you need to 
understand the risks posed by vulnerabilities. Armed with that 
information, you can prioritize patch deployments to reflect your 
security policy. You avoid vulnerability blind spots and gain greater 
visibility into patch compliance.

Less Vulnerable, More Compliant
Ultimately, your augmented SCCM should enable a life-cycle 
approach to patch management. (See Figure 4.) That will position you 
to discover, assess, prioritize, remediate and report on your security 
profile, from data center to desktop:

Discover – Gain complete visibility of your heterogeneous network 
environment. Leverage native capabilities in SCCM to proactively 
discover all your IT assets through in-depth scans and flexible 
grouping and classification.
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Augmented SCCM should enable a life-cycle approach to patch management.

Figure 4: Patch Management Lifecycle
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